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https://www.youtube.com/watch?v=tyzQSk8TV9M
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How	Cybercriminals	get	money	
from	Banks	&	Financial	Sector?
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Important	Dates	for	SWIFT	CSP
• By	31	December	2018: All	SWIFT	users	must	re-attest	and	

confirm	full	compliance	with	the	mandatory	security	
controls	V1	(2018),	dependent	on	the	expiry	date	of	the	
attestation.

• From	1	January	2019:	SWIFT	reserves	the	right	to	report	
users	who	have	failed	to	self-attest	full	compliance	with	all	
mandatory	security	controls	(or	who	connect	through	a	non-
compliant	service	provider)	to	their	local	supervisors.

Source:	https://www.swift.com/our-solutions/compliance-and-shared-services/financial-crime-compliance/our-kyc-solutions/the-kyc-security-attestation-application/features
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Who?	(Attribution)
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Source:	https://www.niceideas.ch/roller2/badtrash/entry/deciphering-the-bengladesh-bank-heist
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Source:	https://www.niceideas.ch/roller2/badtrash/entry/deciphering-the-bengladesh-bank-heist
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Source:	https://www.niceideas.ch/roller2/badtrash/entry/deciphering-the-bengladesh-bank-heist
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• Information	theft
• File	and	registry	management
• Remote	desktop
• Remote	shell
• Process	management
• Uploading,	 downloading,	

and	executing	files
• Screen	capture	desktop
• Recording	via	webcam	

or	microphone
• Upload	and	download	 files
• Registry	manipulation	

(read,	write	and	manipulate)
• Process	manipulation	

(execute	and	terminate)
• Service	manipulation	

(stop,	 start,	create	and	modify)
• Perform	remote	shell	

and	control	victim’s	 system



Copyright	2018	Trend	Micro	Inc.24

SWIFT	CSP
(Customer	Security	Program)
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How	Trend	Micro	can	help?
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Mandatory	CSP	Security	Controls	– 1.1

1.1	SWIFT	Environment	Protection Ensure	the	protection	of	the	user's	
local	SWIFT	infrastructure	from	
potentially	compromised	 elements	
of	the	general	IT	environment	and	
external	environment.

How	Trend	Micro	help	
to	achieve	compliance

Deep	Security	Firewall	for	
Microsegmentation



Copyright	2018	Trend	Micro	Inc.29

Mandatory	CSP	Security	Controls	– 2.2

How	Trend	Micro	help	
to	achieve	compliance

Deep	Security	Virtual	Patching	for	
Vulnerability	 Inventory	and	
Automatic	Remediation	without	
Impacting	Business	Continuity

2.2	Security	Updates Minimize	the	occurrence	of	known	
technical	vulnerabilities	within	the	
local	SWIFT	infrastructure	by	
ensuring	 vendor	support,	 applying	
mandatory	software	updates,	and	
applying	 timely	security	updates	
aligned	 to	the	assessed	risk.
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Mandatory	CSP	Security	Controls	– 2.3

How	Trend	Micro	help	
to	achieve	compliance

Deep	Security	Application	Control	
for	White	Listing	systems	and	
prevent	UwantedModifications

2.3	System	Hardening Reduce	the	cyber	attack	surface	of	
SWIFT-related	components	by	
performing	 system	hardening.
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Mandatory	CSP	Security	Controls	– 6.1

How	Trend	Micro	help	
to	achieve	compliance

Deep	Security	Anti-Malware	to	
detect	emerging	 threats	using	
Predictive	Machine	Learning

6.1	Malware	Protection Ensure	that	local	SWIFT	
infrastructure	is	protected	against	
malware.
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Mandatory	CSP	Security	Controls	– 6.2

How	Trend	Micro	help	
to	achieve	compliance

Deep	Security	File	Integrity	
Monitoring	 to	detect	unauthorized	
modifications	 to	the	system

6.2	Software	Integrity Ensure	the	software	integrity	of	
the	SWIFT-related	applications.
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Mandatory	CSP	Security	Controls	– 7.2

How	Trend	Micro	help	
to	achieve	compliance

Trend	Micro	Phish	 Insight	is	an	
awareness	service	to	help	your	
organization	resist	online	scams.	
Phish	 Insight	lets	you	test	and	
educate	your	employees	on	how	
to	spot	phishing	and	avoid	attacks.	

7.2	Security	Training	and	
Awareness

Ensure	all	staff	are	aware	of	and	
fulfil	 their	security	responsibilities	
by	performing	 regular	security	
training	and	awareness	activities.
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SWIFT CSP

7.2 M
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Ciclo	de	Parches	Vuln:	Microsoft	MS17-010

Tipica Exposicion

17 de Abril 
Exploit Publico

Parche
Parchevirtual	/	Blindajede	Aplicaciones y	S.O.

Pruebas de 
Implementacion

12 de Mayo
WannaCry

Instalación parche

14 de Marzo
Parche Disponible

+ 2 meses
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Microsoft	Vulnerability	Acknowledgments	Since	2006*

*From	publicly	available	data	at	https://portal.msrc.microsoft.com/en-us/security-guidance/acknowledgments	 as	of	October	1,	2018
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Microsoft	Vulnerability	Acknowledgements	 2006-Present

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

Trend	Micro’s	TippingPoint	ZDI/DVLabscontinues	to	be	the	foremost	
vulnerability	research	organisation	in	the	world

Comparison	against	other	well-known	security	technology	vendors	of	
Microsoft	vulnerabilities	discovered	by	DVLabsand	the	Zero-Day	
Initiative	(ZDI)

Research	is	key!	The	number	on	each	bar	represents	current	year	
disclosures.	
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Muchas Gracias	!


