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El nuevo campo de batalla cibernético: La red
interna

Mas del 90% de las organizaciones han sido atacadas

* En el pasado: “Puedo detener todo en el perimetro”

» Ahora: “No puedo detener todo en el perimetro”

El foco de seguridad de la informacion cambia hacia el interior de la red

+ Masdel 45% de los ataques son internos — dirigidos maliciosamente o accidentalmente

» Credenciales comprometidas aumentan las posibilidades de un atacante para actuar como

interno

Requerimientos de auditoria y cumplimiento se centran en cuentas
privilegiadas

« Las cuentas privilegiadas otorgan acceso a los activos mas sensibles e importantes
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» Laexposicion de informacién dafa la reputacion y confianza de los clientes.




Los hechos hablan por si mismos:

No existe la seguridad perfecta.

Los atacantes se vuelven mas inteligentes y cambian sus tacticas todo
el tiempo

100% 94% 416 100%

De las victimas De losataques son  El numero de dias que De los ataques
tienen antivirus reportados por los atacantes involucran robo
actualizado terceras partes permanecenenlared = decredenciales.
antes de ser
detectados

Mandiant, 2017
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Las defensas perimetrales no son suficientes

“Hay solo 2 tipos de companias:
Aquellas que han sido atacadas y
aquellas que seran atacadas.
Incluso estan convergiendo en
una sola categories’:
Aquellas que han sido atacadas y
volveran a ser atacadas.”

Former FBI Director

Robert Mueller

“FBI Director: Cybercrime Will Eclipse Terrorism” CNN Money
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Gartner Top 10 Security Projects for
2018

June 6, 2018
Contributor: Jill Beadle

SECURITY

CISOs should focus on these ten security projects to reduce risk and Related
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Top Trends in the Gartner Hype Cycle for Emerging
Technologies, 2017

Gartner Predicts a Virtual World of Exponential
Change

3 Trends Appear in the Gartner Hype Cycle for
Emerging Technologies, 2016

“I use Gartner to bolster
my confidence in decision
making.”

Stay smarter.
Neil MacDonald, Gartner vice president and distinguished analyst, explains the Gartner top 10 security projects
for CISOs to focus at the Gartner Security and Risk Management Summit 2018. BECOME A CLIEN

No. 1: Privileged account management

This project is intended to make it harder for attackers to access privileged accounts and
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Los privilegios estan en el centro del ciclo de vida
de los ataques

Existing
Access

Exfiltration

Perimeter
Compromise
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Las cuentas privilegiadas existen en todas partes...

Q} Privileged Accounts

Routers, Firewalls, Hypervisors,
Databases, Applications

Power Plants,
Factory Floors

=¥ lLas companiastipicamentetienen

de 3 d 4 veces mas cuentas
privilegiadas que empleados

Laptops, Tablets,
Smartphones
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Credenciales robadas o mal utilizadas ponen a la
infraestructura de IT en riesgo...

@) Compromised Privileged Accounts

Routers, Firewalls, Hypervisors,
Databases, Applications

T Power Plants,
OL SYSTEMS Factory Floors

Routers, Firewalls, Servers,

Databases, Applications

WiFi Routers, Smart TVs

Laptops, Tablets,
Smartphones
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Criminales robaron $81 millones de USD del banco

central de Bangladesh

BREACH OVERVIEW

Objectivo | Bangladesh Central Bank
Atacante Unknown

Motivacion | Monetaria

81M robados y no
Resultado $ y
recuperados
May 15, 2015: ---------- L )
Tres cuentas bancarias
se abrieronen RCBC ® - Mid-January 2016:
Atacantes irrumpieron el

January29: ----------- K ) perimetro
SysMon fue instalado en
sistemas SWIFT-
conectados 0000 4 ___. February 4:

Atacantes robaron
credenciales de usuariosde
SWIFT

----- February 5 (PM):
Se enviaron transacciones
fraudulentas

February 5 (AM):- - - -----

Las impresoras del
banco cayeron

The big Bangladesh Bank heist: How hackers
managed to steal $81 million

Posted on: 11:24 AM IS

© OO0

Bangladesh bank governor Atiur Rahman and two of the deputy governors have lost their jobs over
the $81 million cyber heist that sent shockwaves through the banking world.

Now that more details are emerging it is becoming clearer how hackers managed to carry out one of

the largest known bank thefts in history.
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Impacto

$81 millones de USD robados y no Py
recuperados S

S
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Millones de USD lavados a través de o =,
casinos oot

.

.

El gobernador del banco central FENUNCIO F A
[y .. S

Investigador perdido por seis dias
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Antecedente: Qué es SWIFT? @@

Society for Worldwide Interbank Financial Telecommunications

Miembro de propiedad cooperativo que permite a bancos centrales enviar y recibir de forma segura las
transacciones monetarias

6.1+ billion 99.999 99.999+ 11,000+ 200+

FIN messages SWIFTNet availability FIN availability Institutions connected Countries & territories
to SWIFT connected
@‘.' ’0’@
5 SWIFTNet R
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SWIFT: Construido por seguridad ST

Pero solo tan fuerte como sus usuarios lo sean

Una vez validados, los mensajes

Usuarios autorizados reciben SWIFT valida los certificados o son enviados de forma sequra a
certificado digital antes de enviar algun mensaje . . g
los destinatarios
AUTHENTICATION
ACCESS CONTROL ENCRYPTION
SWIFTNet

\ : ( \
§I :
..oooooooooooo.o.\ @ ....: PP @.............>N! ”i I
Initiating Bank y Recipient Bank
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El camino hacia SWIFTNet inicia en el perimetro

IT NETWORK
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SWIFT-CONNECTED
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Privileged exploits enable a cyber bank robbery
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SWIFTNet

US FED SWIFT
SYSTEMS
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El dano pudo haber sido mucho peor

35 ORDENES CON VALOR DE $951 MILLONES FUERON
ENVIADAS

linfo security|

Nationwide Trialing Behavioral Biometrics

5 ORDINES CON VALOR DE
$101 MILLONES FUERON
EJECUTADAS POR NY FED

$20 millones se transfirieron a
Pan Asia Banking Company

[BI0G]
$100 Million Bank Heist Brought to Light by

‘Tn N :‘ ~ti1on 2

* $20 millones hacia “Shalika 30 ORDENES CON VALOR DE $850 MILLONES

Fandation”fueron detenidos FUERON BLOQUEADAS POR FALTADE
DATOS
$81 mi"ones tranSfe ridOS a Spelling mistake cost hackers $870mn in cyber heist on Bangladesh

central bank

RCBC en Filipinas

Get short URL

» $29 millones a una compainia de - \
entreteniemiento

« $31 millones entregados a un
huesped de un hotel

« $21 millones enviados a un casino

C
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SWIFT CSP program

SWIFT'’s reaction : Customer Security Program (CSP)
= Takes effectin the second quarter of 2017,

= SWIFT’s customers will have to attest to complying with 16
mandatory controls.

= In January 2018, SWIFT will start sharing information on non-
compliance

= Privilege Account Security takes a large part of the 16 controls

C
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El papel de los privilegios en este ataque

Utilizadas para ejecutar 35
operaciones financieras y
para cubrir rastros

Utilizaron credenciales para
movimientos laerales por la red
de Tly llegar a SWIFTNet

Captura de credenciales
administrativas desde
equipos infectados

@ RETRIg,, W Retrieve credentials

Gain access to

credentials location Use credentials

CYBERARK'
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La Brecha de Target

Citadel
Malware Steal

Information
and Passwords

Phishing Fazio
mechanical

Access Target
remote vendor

interface
(HVAC)

Fazio user
account
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La Brecha de Target

Access the
server

running the
remote
interface

Install
malware
on POS

* Access
DC

* |nstall RAT

Hash ‘
extraction

Domain admin

22

Remote

Administration
Tool

Screen/camera capture
or image control2

File management
(download/upload/exe
cute/etc.)E!

Shell control (from
command prompt)&
Computer control
(power off/on/log off if
remote feature is
supported)

Registry management
(query/add/delete/mod
ify)=!

Hardware Destroyer
(overclocker)&!

Other software
product-specific
functions

C
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La Brecha de Target

Create password or
discover default
password

Use to automate
data collection from
POS to dump server

Discover in
documentation
oron DC

Best1 _user
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El Ataque de Sands

Website defacing

Malware Bomb
compiled within the
network

—G—

Credentials collection
Publish sensitive data Using Mimikatz

on company’s website

Senior computer system
engineer

&1

Privileged
credentials

Las Vegas

Sands network
website

4 A Bethlehem .‘fouend a
network

weakness”
_ —

Using privileged
credentials

Las Vegas has been

compromised

O~

Burning bridges Brute force Brute force
Disconnect servers Extracting sensitive attack attack

e

from the internet data
Wiper is still on! “‘compressing batches
of sensitive files”

CYBERARK'
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El Ataque de Sands

Las Vegas

network

Bethlehem
network

C
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El Ataque de Sands

Las Vegas

network

Bethlehem
network

Brute force Brute force
attack attack

C
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El Ataque de Sands

Las Vegas

network

Bethlehem “ound a
network weakness”

C
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El Ataque de Sands

Credentials collection
Using Mimikatz

Senior computer system
engineer

D

Privileged

Las Vegas
network

credentials

Bethlehem
network

C
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El Ataque de Sands

Las Vegas
network

Senior computer system

engineer

Using privileged
credentials

Las Vegas has been

compromised

Privileged
credentials

Bethlehem
network

C
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El Ataque de Sands

Malware Bomb
compiled within the
network

Senior computer system

; / engineer
I ~
Las Vegas
network

Privileged
credentials

N A Bethlehem
network

C
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El Ataque de Sands

Senior computer system
engineer

Las Vegas
network

Extracting sensitive
data

“compressing batches
of sensitive files”

Privileged
credentials

Bethlehem
network

C
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El Ataque de Sands

Senior computer system

; / engineer
I ~
Las Vegas
network

O,

Burning bridges

Disconnect servers
from the internet

Wiper is still on!

Privileged
credentials

Bethlehem
network

C
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El Ataque de Sands

Website defacing

Publish sensitive data
on company’s website
Senior computer system

I@ ; / engineer
D76 ~

Las Vegas
network

Sands

website

Privileged
credentials

Bethlehem
network

C
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El Atague de Sony Pictures and
Entertainment

" JAMES FRANCO SETH ROGEN
0!94600:-!3:55 21X 012

SINTERVIEW

CHRlSTMAS




La Notificacion

’ﬁﬂff‘ [ ,,-:-‘ T (e . [ 7o
LLQK&)LS@LI LD\Y {Js (&>

| Warning : o R

We've already warned you, and this Is ]un(}‘;ql
We continue till our request be met. M /B

We've obtained all your internal data lndqffp‘#‘y"o-r%&aomﬂgi.ro; socre ‘

'."-'.'g't ”*

-~

If you don't obey us, we'll release data shg,y‘ngolw to the world.”

Determine vnu%,mn you do till Nevember the'24th; 1.1:00 PM(GMT). ‘

Data Link : 9§ . '
https://www.sonypicturesstocklootage.com/SPEData.zip
http://d-lplamvh!ic.spe.uny.oou/SPEData.dp
http://m.utcnt.ru/SPﬂ)da.zip 3

com/SPEData.zip
htw; ;m- ooa.mm-ﬂﬁoﬁ.m.hr/spioﬂwp

C
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Detalles ofrecido por US Cert del gusano usado
(SMB)

= Bruteforce passwords

= Lightweight backdoor

= Network propagation

= Destroys hard drives

= Listening implant

C
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Informacion Robada de Sony

5 UNRELEASED NETWORK PERSONAL
MOVIES INFORMATION INFORMATION
FTP passwords Emails
SSH keys Salaries
Excel, Word and text files passport scans

with passwords

Full dumps of SQL DBs

C
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SNOWDEN

TOP SECRET/SI/ORCON/NOFOR

X Hotmar (Ouglt v talk™ 0 Tube
pr (QIREII focebook YAHOO ‘ X/DE) AOL b mail &

(TS//SUNF) Intl'Oductlon

U.S. as World's Telecommunications Backbone

mud\_ofﬂlogwoﬂd'l \
through the U.S.

+ Atarget's phone call, e-mail
or chat will take the
cheapest path, not the
physically most direct

path - you can't always
predict the path.

* Your target's ‘
communications could e~ e
easily be flowing intoand
through the U.S. /

+
/m/me

International Internet Regional Bandwidth Capacity in 2011
Sowce: Telopoopraphy Research
TOP SECRET/SI/ORCON/NOFORN

theguardian

News | US World  Sports Comment Culture Business Money

News) Worldnews ) The NSk e

Edward Snowden NSA files: secret = P rO b I e m a S

surveillance and our revelations so far
Leaked Natlonal Secunty Agency documents have Ied to several G
' - | | CYBERARK’
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Ataques comunes para obtener privilegios

= PASS THE HASH

O “4f0a7091dd17d4bb9276b3c8
”; T ecc8c9fb8920f93dd8bab6ebe1
myP4sswOrd” ) =) 73220ecd0ecfo1”

Password Hash

One way
Function

= GOLDEN TICKET

- Ataque al protocolo kerberos que permite a los atacantes
irrumpir en dominios de Windows copiando tickets de equipos

comprometidos para obtener acceso ilimitado como
administrador

C
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Qué hacer?

Asegurar proactivamente todas las credenciales privilegiadas

Monitorear el uso de cuentas privilegiadas para detectar
anomalias

82 Controlar aplicaciones para reducir el riesgo de ataques 6
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CyberArk Breaks the Attack Chain

2
m
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k4 Existing
3 Access
)
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¢ S Escalate
& iy’ Privileges
og? Exfiltration
L Perimeter
5 Compromise
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Controles exhaustivos en la Actividad Privilegiada

*kkkkkkk

g L
.

Proteccion de Aislar y Control Monitorizacion

Credenciales De Sesiones Continua

Proteger contrasenas  Aislando, controlando Monitorear
privilegiadas vy llaves y grabando accesos continuamente el
SSH privilegiados comportamiento de las

cuentas privilegiadas

Enterprise Password Vault Privileged Session Manager

Application Identity Manager | On-Demand Privileges Unix Privileged Threat Analytics
SSH Key Manager OPM Windows

W
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