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The Cyber Threat is Real . . .

And Growing.



Agenda:

The Cyber Threat

CIS Controls & NIST Framework 

Operational Approach 

Discussion

Questions



Trend: The 
objective is 
evolving.

Exploitation

Disruption

Destruction

Subjugation



Trend: The 
target set is 
evolving.

MILITARY GOVERNMENT COMMERCIAL

CRITICAL 
INFRASTRUCTURE

INDIVIDUALS



Trend: The 
set of actors 
is evolving.

NATION 
STATES

CRIMINALS HACKTIVISTS

TERRORISTS HACKERS



Global 
Trends:

Malware increasingly available on 
the black market

Massive increases in the 
sophistication of that malware

Gap between the cyber threat 
associated laws, regulations, and 
operations is increasing



Impact: National Security, Economic Security,    
Our Way of Life



Examples of 
Intrusions:

National Defense 
Command, Command 
and Control

Critical       
Infrastructure 

Industrial and 
Economic Espionage 

Consumer Fraud and 
Identity Theft

Insider Threat Bank Robbery 



What should 
we do?

• We all must take action.

• We must develop and IMPLEMENT a strategy to 
address the threat that seeks to:

• preserve national  security
• protect economic security and critical 

infrastructure
• safeguard individual privacy and

personal identification



Operationally what should you do 
to mitigate and counter the cyber 
threat?



Make your networks defensible.First



Make your networks defensible.

Actively defend them.

First

Next



Make your networks defensible.

Actively defend them.

Share threat information and 
mitigations.

First

Next

Finally 



Tenets of the Center for Internet Security’s 
(CIS) Critical Controls
• The Controls help build a comprehensive cyber defense system 

based on 5 tenets
1. Offense informs defense
2. Prioritization
3. Measurements and metrics
4. Continuous diagnostics and mitigation
5. Automation



The 20 CIS Controls
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NIST Cybersecurity Framework
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Risk Management and Assessment

• Risk Management: a systematic identification, evaluation, and 
prioritization of risks in order to monitor and control the level of risk 
accepted by the organization

• Risk assessment: the process of identifying all the risks to and from 
an activity and assessing the potential impact of each risk

• For cybersecurity, the goal of risk management and assessments is 
to improve the quality of investments

• Understanding strengths and weaknesses allow you to make smart 
decisions on what to change and when to change it



Risk Management and Assessment Tools

• CIS Controls serve as a set of cyber practices to created to stop 
today's most pervasive and dangerous cyber attacks
• They are part of a comprehensive risk management program

• A risk management program should be developed around a 
framework
• The NIST Cybersecurity Framework is likely the most popular global 

framework

• NIST CSF is a prioritized, flexible, and cost-effective framework to 
manage cybersecurity-related risk

• The two can be used together to manage cybersecurity risk



Final 
thoughts for 
today

The cyber threat is real. And 
growing.

It is imperative to take 
action.

We must start now.

It will be a process.



Questions?



Thank you.


